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Message from the CIO
Defending DOE's Cyberspace

Over the past year, the Department

has received a great deal of negatjve
attention regarding reported weak-
nesses in protecting sensitive infor-

mation and related systems and net-
works. As CIO, I find the headline
painful and, at times, embarrassing.
These news stories have left the

Jé)g,cg!if:ﬂment ofeergy  PUbIic with the impression that DOE

is doing a poor job of protecting th
systems and information for which it is responsible. This
issue of CIO Update focuses on some common cyber
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most cases paralleling the protection afforded the
Nation’s most sensitive intelligence-related information.
The Department is developing an initiative to provide
major upgrades to classified systems security at our
nuclear weapons facilities.

Many of the most common cyber security vulnerabilities
cannot be rationalized as the result of a lack of resource
or the absence of proven solution approaches. Common
vulnerabilities include easily guessed passwords (espe-
cially using automated tools) or no password controls;
systems not patched to fix known hacker pathways; and
“back door” Internet connections that become avenues
of attack for an entire site. These are management, not
technical, challenges. | have found that the single

security weaknesses as well as a number of security initia-biggest cyber security challenge facing the Department

tives within the Department and across the Federal goyv-
ernment.

Perhaps it is useful to share my personal perspective on
how DOE's cyber security stacks up against that of other
agencies. Having worked in the Department of Defens
and having served as co-chair of the Federal CIO

Council's Security Subcommittee, | have a reasonably

is the failure of line management to treat our computers
and the information that they manage as strategic corpo:
rate resources that require aggressive management. In
short, we need to proactively manage our computers as
prerequisite to providing good security.

A second major challenge facing managers, in particular
for unclassified systems, is determining how much pro-

good perspective on the state of security across the Feder#éction is enough. Adequate protection for classified sys-

government. In general, the state of security protectio
within DOE is comparable with most agencies and most

tems is usually prescribed by regulation, but unclassified
systems rely on an assessment of risk and consequence

private organizations. This assessment, however, does notof security incidents to govern the security approach.

mean that we can relax.

The need to protect unclassified systems and information
has grown dramatically over the past few years in

response to the increasing threat caused by rapid advance

in the Internet and internetworking technologies. This
increased threat warrants significant upgrades to our pro-

Site management must make a positive decision about
what is adequate. This is a very difficult task requiring
continued dialogue between security professionals and
Iéne management.

continued to page 3

tection to avoid business disruptions and loss or compro-
mise of valuable systems or data. DOE sites are now
planning and implementing these upgrades, but it is a sig-
nificant change and not a quick process. Protection of our
classified systems is modeled after Department of Defense
policy and practices, and in many cases it has proved ade
guate. However, for highly sensitive nuclear weapons
information, recent studies have made it clear that DO
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needs to implement much tighter protection measures, in




OA Reviews Effectiveness

The Office of Independent
Oversight and Performance
Assurance (OA), directed by Mr.
Glenn Podonsky, provides an
independent review of the effec-
tiveness of safeguards and securi-
ty, emergency management, and
cyber security policies and pro-
grams throughout the DOE com-
plex. OA was established by the
Secretary of Energy in May 1999.

Mr. Glenn Podonsky, Director
of the Office of Independent
Oversight and Performance
Assurance.

OA reports directly to the

Secretary. Since summer 1999, OA has conducted 1
reviews including comprehensive inspections, follow-
reviews, and external network security assessments.

OA has an extensive remote cyber security laborator
dedicated to testing cyber security features from the
Internet, including unannounced inspections and penetra-
tion testing. OA employs a variety of techniques to assess
a site’s cyber security features, including penetration test-
ing, firewall rules reviews, intrusion detection evaluation,
and modem testing. These tests are conducted by experts
who are thoroughly familiar with the latest hacker tech-
niques and methods. During a comprehensive inspection,
OA conducts internal performance testing on both classi-
fied and unclassified networks. OA combines extensive
performance testing with a programmatic review of ke
elements that include leadership, responsibilities and
authorities, risk management and planning, policy, gui
ance, procedures, technical implementation, feedbac
and improvement.

Where vulnerabilities are identified by OA, OCIO works
with site and line management organizations to achieve
rapid resolution. Recommendations for improvements
made by OA's reviews are enforced via mandated correc-
tive action plans. These plans are tracked by the DO
Security Council, which is chaired by the DOE Securi
Czar, General Eugene Habiger. OA performs follow-u
reviews to find clear evidence that sites are making
progress. One positive trend noted by OA is that man
sites have established their own programs for performing
regular scans of networks and tests of security features.
More information is available on the OA web site
(http:/itis.eh.doe.gov/iopa/).

HQ Review Reveals Weaknesses

In April 2000, the DOE Office of Independent Oversight
and Performance Assurance (OA) reviewed Headquarter:
(HQ) unclassified cyber security program, including a
programmatic review and testing of controls to prevent

or limit access to the HQ information network. The
review found significant deficiencies. The problems cen-
tered on fragmented management systems and practices
as well as the interconnection of all HQ networks, which
allows an office with weak security to undermine the
effectiveness of better-managed offices.

Weaknesses included: a lack of HQ-wide procedures on
configuration management; absence of consistent policy
on external connections, modems, and foreign national
access; lack of minimum cyber security requirements for
each local area network in HQ; and lack of a formal
process to evaluate performance, identify cyber security
vulnerabilities, and correct them. HQ risk assessments
have not been rigorous enough and have not considered
the shared risk of the interconnected network. OCIO
attempts to address these problems have been hamperec
by a lack of real and perceived authority.

OA recommended immediate and long-term actions and
will follow-up to measure progress. Immediate actions
include designating OCIO as the single focus point for
HQ Cyber Security and establishing HQ-wide processes
and procedures. Longer-term actions include adopting
best practices and a more proactive risk assessment pro-
gram. On June 8, 2000, the Deputy Secretary directed
OCIO to serve as HQ's central cyber security authority.
HQ will be managed as a single entity with a consistent,
site-wide cyber security approach. CIO Operations is
responsible for HQ cyber security policies, processes,
and procedures, which will be coordinated through a HQ
Cyber Security Working Group with a representative
from each HQ office. OCIO is addressing HQ's problems
via network connection policies, an integrated security
configuration management process, and a security self-
assessment process.

OCIO will provide the Secretary with regular updates on
HQ's progress. Moreover, the Department believes that
HQ must set the standard for the rest of the Department
on how to implement security of cyber systems. The
Secretary and the CIO are fully committed to ensuring
that HQ is a model for the rest of the Department.




Focus on Departmental Cyber Security

Since the spring of 1999, the Secretary of Energy an
OCIO have emphasized a Departmentwide focus on
cyber security. Initially, the effort focused on the

Defense laboratories and production facilities, imple-
menting aggressive programs to upgrade and verify f

at these facilities last summer and fall. This focus has

D

been extended to all DOE sites, and the Department
completely restructured its cyber security program.

The restructured program emphasizes an increased
awareness of cyber security, backed by mechanisms
policy. A Departmentwide Cyber Security Office has
been created under OCIO. The Department requires
work “stand downs” at all sites to conduct security
awareness training. Four new policies and two new
guidelines have been issued. Metrics are employed t
evaluate progress at each site. CIAC has been doubl
size and its role has been increased. Each DOE site
required to develop a detailed, site-specific cyber seg
ty program plan, describing the implementation of cyl
security protection. A Departmentwide cyber security
training program has been deployed to improve the §
of system administrators. There is a separate training
course for line managers. Each site has significantly
upgraded its protection via firewalls and intrusion det
tion software, stronger passwords, improved system
figuration controls, and reconfiguration of system and
network connectivity to reduce vulnerability.

]

Top 10 Internet Security Threats

A few software vulnerabilities account for the majority of
successful cyber attacks. System administrators might not
correct these flaws because they simply do not know
which of over 500 potential problems are the most dan-
ixes gerous and they are too busy to fix all of them. In
response to a Presidential initiative to deal with cyber

has attacks, a team of national computer security and soft-
ware experts authored The Ten Most Ciritical Internet
Security Threats (http://cio.gov/docs/whatsnew.htm), pro-

an dviding a consensus list to help system administrators.

The Top 10 Internet Security Threats
1: The Berkeley Internet Name Domain (BINiarkage
allows Internet sites to be located by name, but its weak-
nesses make it a favorite target for attacks that erase sys-
0 tem logs or install tools to gain administrative access.
ed ir2: Vulnerable Common Gateway Interface (CQ)-
IS grams are easy for attackers to locate, and they operate
uri- with the privileges of the web server software.
ner 3: Multiple vulnerabilities in Remote Procedure Calls
(RPCs) are being actively exploited and are the main
kills cause of the recent rash of denial of service attacks.
4: Flaws in Microsoft’s Internet Information Server (IIS)
are being used by malicious intruders to run remote com-
ec- mands with administrator privileges.
con-5: Sendmailthe program that sends, receives, and for-
wards most e-mail on UNIX and Linux systems, has
flaws that allow hackers to trick the program into sending
its password file to the hacker’s machine.
6: UNIX and Linux systenare vulnerable to intruders via
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The bottom line is that over the past 12 months the
Department has made enormous progress in improv
its cyber security posture. Great credit must be given
to the many individuals at each site who have worke
this issue aggressively. However, we are not at the €
of this journey. We are in the middle of the effort.
Continued focus on the initiatives described in this
issue, as well as individual site programs, are neede
to ensure that the Department stays out of the spotli
and is confident of ensuring adequate security prote
tion for important assets. | am confident that we will
reach this state during the next 12-18 months.

éj,xm S~
Johrt M. Gilligan

Chief Information Officer, Department of Energy

“sadmind” and “mountd” services.
7: Improperly configured globdile sharing servicesan
ing expose critical system files or give full file system access
1 to any hostile party connected to the network.
d 8: User IDsat the root/administrator level may have
nd easily-guessed or widely-known default passwords that
busy administrators may neglect to change, giving attack-
ers an easy way into the system.
d 9: The popular remote access mail protocdls\P and
ght POP,allow users to access their e-mail from internal and
external networks. They are especially vulnerable because
openings are frequently left in firewalls to allow for
external e-mail.
10: The Simple Network Management Protocol (SNMP)
uses an unencrypted “community string” as its authenti-
cation mechanism, and attackers exploit this weakness to
reconfigure or shut down devices remotely.
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CSA and CSPP Status

DOE's Cyber Security Architecture (CSA) Version 2.3
dated May 30, 2000, is now in the Directives process
review and comment. The CSA provides a Departme
wide framework for a common understanding of the
design, implementation, and operation of DOE cyber
security resources and systems. It covers unclassifie
data networks, host systems, and applications. For n
information, contact Stanley P. Wujcik, Cyber Security
team lead for the CSA, (Telephone: 301-903-3434 or
email: stanley.wujcik@hq.doe.gov).

Cyber Security Program Plans (CSPPs) are being

reviewed by the Cyber Security Program team, and the  controlied systems from attack.
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team is working with sites to help remedy deficiencie
and bring all plans into compliance with DOE Notice
205.1 withUnclassified Computer Security Program

Once the review is completed, the CIO will make rec;

ommendations to appropriate management levels. CEPPs

describe DOE organizations’ cyber security posture i
areas such as threat, incident response, authenticatig

n

National Plan Secures Cyberspace

In May 1998, Presidential
Decision Directive 63 called
for development of a plan to
defend national cyberspace.
The National Plan for
Information Systems
Protection Version 1.0, issued
this year, is the first step in
designing a method for critical

If we are to continue to enjoy the

benefits of the Information Age, infrastructure protection. It

preserve our security, and safeguard

our economic well-being, we must calls for the Federal govern-
protect our critical computer- ment to become a model of
“Willam |, Clinton, computer system security, and
President of the United States It bUildS a cyberspace defense

that relies on new security
standards, multi-layered defensive technologies, new
research, and trained people. The Plan aims to achieve ¢
Initial operating capability by December 2000, and a full
operating capability by May 2003.

and intrusion detection, as well as how the organizatipn For more information about the National Plan for

has chosen to comply with various security directives.
For more information, contact Mike Robertson, Cybe
Security team lead for CSPPs, (Telephone: 301-903-
4706 or email: michael.robertson@hq.doe.gov).

CITIS: Security in Depth

The Common Information Technology Infrastructure

Services (CITIS) Pilot Program is in the early stages pf

Information Systems Protection and Presidential Decisior
Directive 63, visit the Critical Infrastructure Assurance
Office’s web site (http://www.ciao.gov/National_Plan/
national_plan%20_final.pdf) and (http://www.ciao.gov/
press_release/WhiteHouseFactSheet PDD63.htm).

Cyberalarm Net Considered

The Federal CIO Council is working with a bevy of secu-
rity groups to form plans for a network to quickly alert

security project definition and will evolve in response fo  Federal IT personnel to virus warnings and cyber attacks

work on the Cyber Security Architecture. 1T

Infrastructure Security will support “Security in Depth,[’

an approach that includes technical mechanisms and

operational practices to construct a consistent security

infrastructure.

Technical mechanisms will include the use of firewall$

access control lists, virus scanning, filtering routers, gnd

intrusion detection. Operational practices will include

When the “love bug” virus hit on May 4, many agencies
were affected and had taken down their e-mail systems
hours before alerts were issued by the Federal Computer
Incident Response Capability (FedCIRC) and the
National Infrastructure Protection Center (NIPC).
FedCIRC resorted to faxing alerts to agencies, but with
no guarantee that the messages ever reached the correc
IT personnel.

security audits, monitoring, and administration. Securjty The Federal CIO Council’s Security Committee, co-

in Depth will employ an array of enabling products to
secure various levels of DOE’s networks. Products wil

protect networks from IP spoofing and eavesdroppingd.

They will protect host-level operating systems from

chaired by DOE CIO John Gilligan, is recommending
that, via an intranet or wireless system, the CIO Security
Network could disseminate information about viruses or
cyber attacks to each agency as soon as attacks are ider

unauthorized access and reconfiguration. The corporate fied. The network would give CIOs and top information
application level will require access based on user id¢nti- security professionals the ability to securely share infor-

ty and role and will employ other security features
embedded in the software.

mation about cyber attacks and download solutions or
patches.




